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April  27,  1998 


MEMORANDUM  FOR  ASSISTANT  SECRETARY  OF  DEFENSE  (COMMAND, 

CONTROL,  COMMUNICATIONS,  AND  INTELLIGENCE) 

SUBJECT:  Audit  R^rt  on  the  Department  of  Defaise  Adjudication  Program 
(Report  No.  98-124) 


We  are  providing  this  audit  report  for  review  and  comment.  We  considered 
commoits  from  the  Acting  Deputy  Assistant  Secretary  of  Defense  (Intelligence  and 
Security)  on  a  draft  of  this  report  in  preparing  the  final  report.  DoD  Dire^ve  7650.3 
requires  that  all  recommendations  be  resolved  promptly.  The  Dq>uty  Assistant 
Secretary  of  Defense  (InteUigence  and  Security)  comments  were  generally 
unresponsive.  We  request  additional  comments  on  Recommendations  1.,  3.,  and  4.  by 
June  29,  1998. 

We  appreciate  the  courtesies  extended  to  the  audit  staff.  Questions  on  the  audit 
should  be  directed  to  Mr.  Robert  M.  Murrell,  Audit  Program  Director,  at 
(703)  604-9210  (DSN  664-9210)  or  Ms.  Judith  I.  Padgett,  Audit  Project  Manager,  at 
(703)  604-9217  (DSN  664-9217).  See  Appendix  C  for  the  report  distribution.  The 
audit  team  members  are  listed  inside  the  back  cover. 


Robert  Lieberman 
Assistant  Inspector  General 
for  Auditing 


Office  of  the  Inspector  General^  DoD 


Report  No.  9S-12A  April  27, 1998 

(Project  No.  7RD-0048) 

Department  of  Defense  Adyudication  Program 
Executive  Summary 


Introduction.  The  DoD  established  the  pwsonnel  security  program  to  ensure  that 
granting  Federal  employees,  military  personnel,  contractor  employees,  ^d  oth» 
afhliat^  p^^ns  access  to  classihed  information  is  clearly  consistent  with  the  interests 
of  national  security.  The  DoD  has  a  muldstep  process  to  grant  security  clearances. 

The  security  clearance  process  includes  a  request  made  by  the  employing  organization, 
an  investigation  performed  by  the  Defense  Saurity  Service  (formally  known  ^  the 
D^(mse  Investigative  Sravice),  and  an  adjudication  decision  made  by  one  of  eight  DoD 
adjudication  fiu^des,  down  from  19  such  facilides  in  1991.  The  eight  DoD 
adjudicadon  facilides  performed  about  400,000  adjudicadve  acdons  in  FY  1996. 

Audit  Objective.  The  audit  objective  was  to  determine  the  feasibility  of  further 
consolidating  the  DoD  adjudicadon  facilides. 

Audit  Results.  DoD  needs  to  improve  and  streamline  proc^ures  within  the  DoD 
adjudication  program  to  provide  consistent  and  timely  security  clearwc^  and  efficient 
customer  service.  Until  such  reforms  are  implementiki,  DoD  organizations  will 
expmrace  contractor  and  government  personnel  employment  delays,  encount^ 
multiple  forms  and  procedures  when  obtaining  security  clearmc^,  md  have  to  obtain 
dual  clearances  for  many  individuals.  Organizational  consolidation  is  feasible  but 
process  reforms  should  be  pursued  regardless  of  the  organizational  structure  of  the 
investigative  and  adjudicative  community.  For  details  of  audit  results  see  Part  I. 

Summary  of  Reccmimendations.  We  recommend  that  the  Assistwt  Secretary  of 
Defense  (Command,  Control,  Communications,  and  IntdUgence)  implement  a  peer 
review  program,  es^lish  training  standards  and  an  adjudicator  development  program, 
improve  the  use  of  the  Defense  Clearance  Investigation  Index,  arrange  for  a  copy  of  an 
individual’s  investigation  report  to  be  included  with  any  statement  of  intmts  issued,  and 
standardize  the  forms  customers  use  to  request  personnel  security  actions. 

Managonent  Comments.  We  received  comments  on  the  draft  of  this  r^>ort  from  the 
Office  of  the  Assistant  Secretary  of  Defense  (Command,  Control,  Communications, 
and  Intelligence)  and  the  Director  for  Administration  and  Management.  The  Office  of 
the  Assistant  Sectary  commented  that  the  report  did  not  address  the  potoitial  benefits 
or  drawbacla  of  consolidating  tiie  adjudication  fadliti^.  Accor^g  to  the  Office  of 
the  Assistant  Secretary,  the  report  dismisses  consolidation  as  a  viable  option  even 
though  consolidation  could  result  in  indirect  savings  and  efficiencies. 


The  Office  of  the  Assistant  Secretary  partially  concurred  with  implementing  a  peer 
review  program,  showing  a  DoD  clearance  code  in  the  Defense  Clearance  Investigation 
Index,  and  providing  an  individual  with  their  investigation  report  when  the  adjudication 
fsuulity  issues  a  letter  of  intent  to  deny  or  revoke  a  clearance.  The  Office  of  the 
Assistant  Secretary  concurred  with  establishing  a  continuing  education  standard  for 
adju^cators  and  standardizing  the  forms  used  in  personnel  security  processing. 

The  Director  agreed  with  implementing  a  pc^  review  program,  standardizing  the  forms 
used  in  personnel  security,  establishing  continuing  education,  showing  a  DoD  clearance 
code  in  the  Defense  Clearance  Investigation  hidex,  and  providing  an  individual  with 
their  investigation  rqmrt.  He  also  expressed  strong  support  for  die  current  adjudication 
fa<^ties  structure.  See  Part  I  for  a  summary  of  management  commoits  and  Part  HI  for 
the  complete  text  of  the  comments. 

Audit  Response.  The  Office  of  the  Assistant  Secretary  of  Defense  (Command, 

Control,  Communications,  and  Intelligrace)  comments  were  goierally  unresponsive. 
The  audit  confirmed  that  consolidating  the  adjudication  facilities  is  a  feasible  policy 
option  to  the  Office  of  die  Assistant  Secretary.  We  did  not  identify  any  prohibitions 
max  prevent  the  Office  of  the  Assistant  Secretary  from  deciding  to  consolidate  the 
adjumcation  futilities.  However,  we  did  note  a  lack  of  consensus  among  users  and 
operators  of  adjudication  facilities  regarding  the  merits  of  consolidation  from  a 
customer  service  standpoint.  The  comments  received  from  the  Director  for 
Administration  and  Mmagement  further  illustrated  that  observation.  In  the  absence  of 
any  known  DoD  decision  to  consolidate  the  facilities,  we  believe  that  measures  must  be 
to  streamline  and  standardize  processes  and  data  elements. 

The  Office  of  the  Assistant  Secretary  comments  did  not  adequately  address 
recommendations  concerning  implementing  a  pe^  review  program  udthin  the  DoD 
adjudication  program;  using  a  DoD  clearance  code  rather  tiian  a  facility  sp^ific  code  in 
security  clearance  databases;  and  including  a  copy  of  an  individual’s  investigation 
rqiort  with  an]^  statement  of  intent  issued.  We  request  that  the  Office  of  the  Assistant 
Secretary  provide  additional  comments  on  those  recommendations  by  June  29,  1998. 

The  commits  from  the  Director  for  Administration  and  Management  wore  responsive 
to  the  recommendations,  although  we  disagr^  with  the  comment  that  further 
consolidation  of  the  DoD  adjudication  facilities  would  not  ever  be  feasible.  No  further 
comments  from  the  Director  are  required. 
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Audit  Background 


D<d)  Personnel  Security  Pn^nm.  DoD  Regulation  5200.2-R,  ‘^DoD 
Personnel  Securi^  Program,”  reissued  with  expanded  direction  and  procedures 
in  January  1987,*  implemented  the  Federal  personnel  security  progrsun  in  DoD. 
The  program  mission  is  to  ensure  that  Federal  employees,  military  personnel, 
contractor  employees,  and  other  affiliated  persons  are  granted  access  to 
classified  information  in  a  manner  clearly  contistent  with  the  interests  of 
national  security.  To  obtain  a  clearance,  an  individual  must  have  a  curroit, 
complete,  and  adjudicated  investigation.  On  November  1,  1995,  the  Assistant 
Secretary  of  Defense  (Command,  Control,  Communications,  and  Intelligrace) 
approved  change  3  to  DoD  Regulation  52(X).2-R  which  implemented  two 
significant  provisions  of  Executive  Order  12968  pertaining  to  revised  due 
process  procedures  and  uniform  guidelines  for  adjudication  of  security 
clearances 

Executive  Order  12968.  On  August  2,  1995,  the  President  signed  Executive 
Order  12968,  “Access  to  Classifi^  Information.”  The  Executive  Order 
established  a  uniform  Federal  personnel  security  program.  The  program  t^lies 
to  Federal  employees,  military  personnel,  and  contractor  employees  whose 
departmrat,  agency,  or  company  requests  that  they  have  access  to  classified 
information.  The  Executive  Order  i^uires  that  all  Fedoal  Departments  and 
agracies  reciprocally  accept  background  investigations  conduct^  by  any  other 
Fedml  Department  or  agency  to  grant  access  to  classified  information. 

Further,  the  Executive  C^der  revised  the  due  process  procedures  and  established 
uniform  adjudication  guidelines  for  all  DoD  clearances  (confidential,  secret,  and 
top  secret),  and  access  to  Sensitive  Compartmented  Information  (SCI),  and 
Special  Access  Programs  (SAPs). 

Security  Clearance  Process.  DoD  Components  send  requests  for  investigations 
to  the  Personnel  Investigations  Center /the  Center),  a  subordinate  organization 
of  tile  Defense  Security  Service  (DSS)  .  The  Center  initiates  an  investigation  by 
sending  investigative  leads  to  DSS  field  offices  throughout  the  United  States. 
Agents  in  the  field  offices  complete  the  leads  and  send  the  information  back  to 
the  Colter,  which  collects  all  investigative  leads  and  forwards  the  information  to 


'The  Assistant  Secretary  of  Defense  (Command,  Control,  Communications,  and 
Intelligence)  is  updating  DoD  Regulation  5200.2'R  for  expected  issuance  in  early  1998. 

^  The  Defense  Investigative  Service  was  renamed  the  Defense  Security  Service  in 
November  1997. 
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one  of  eight  DoD  adjudication  facilities’  for  the  adjudication  phase.  The 
adjudication  facility  makes  a  decision  to  either  grant,  deny  or  revoke  a  clearance 
based  on  tiie  investigative  information  that  DSS  provides  and  the  umform 
adjudication  guidelines.  The  adjudication  facility  forwards  the  decision  to  the 
DoD  Component  that  requested  the  clearance. 


Audit  Objectives 

The  audit  objective  was  to  determine  the  feasibility  of  consolidating  the  DoD 
adjudication  focilities.  See  Appendix  A  for  a  discussion  of  the  au^t  process. 
See  Appendix  B  for  a  summary  of  prior  coverage  related  to  the  objective. 


’The  eight  DoD  adjudication  facilities  are  the  Army,  Navy,  Air  Force,  Joint  Staff, 
Defense  Intelligaice  Agency,  National  Security  Agaicy,  Washington  Headquarters 
Services,  and  £e  Defense  Office  of  Hearings  and  App^s. 
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Improving  the  DoD  Adjudication  Program 

Consolidating  the  DoD  adjudication  facilities  is  feasible.  However,  with 
or  without  consolidation,  DoD  needs  to  improve  and  streamline 
procedures  within  the  DoD  adjudication  program  to  provide  consistent 
and  timely  security  clearances  and  efficient  customer  service. 

Con»stent,  timely  security  clearances  and  effidrat  customer  service 
have  been  impeded  because  management  has  not  regularly  emphasized 
changes  and  improvements  to  the  program.  As  a  result,  DoD 
organizations  experience  contractor  and  government  personnel 
employment  delays,  encounter  multiple  forms  and  procedures  when 
obtaining  security  clearances,  and  obtain  dual  clearances. 


Types  of  Security  Clearances  and  the  Effect  on  the 
Adjudication  Process 


DoD  has  three  basic  security  clearance  levels:  confidential,  secret,  and  top 
secret.  The  effiirt  needed  to  grant  each  level  of  clearance  varies  in  the  sct^  of 
the  investigation  and  the  amount  of  information  considered  in  the  adjudication. 
Confidential  and  secret  clearances  require  a  minimum  of  investigative  and 
adjudicative  effort,  while  top  secret  clearances  require  additional  steps  and 
information. 

Confidential  and  Secret  Clearances.  The  basic  investigative  method  for 
confidential  and  secret  clearances  is  the  National  Agency  Check  (NAC).  A 
NAC  is  a  records  check  of  Federal  Government  ^endes  that  maintain 
information  relevant  to  making  a  personnel  security  determination.  That 
records  check  covers  a  period  of  5  years  or  the  years  back  to  the  subject’s 
eighteenth  birthday,  whichever  is  shorter.  At  a  minimum,  a  NAC  includes 
checks  of  prior  DoD  investigative  files  and  inquiries  of  the  Federal  Bureau  of 
Investigations;  however,  a  NAC  may  also  include  checks  with  other  agencies 
such  as  the  Department  of  State,  Dq»artment  of  Treasury,  Central  Intelligence 
Agency,  or  Office  of  Personnel  Management. 

In  addition  to  a  NAC,  the  adjudicative  guidelines  developed  in  response  to 
Executive  Order  12968  require  that  a  confidential  or  secret  clearance  include 
verification  of  die  subject’s  financial  status  and  date  and  place  of  birth. 
Financial  status  is  verified  through  credit  bureau  checks. 

Top  Secret  Clearances.  The  investigative  method  for  a  top  secret  clearance  is 
a  single  scope  background  investigation  (SSBI).  An  SSBI  is  more 
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compiehensive  in  scope  than  the  investigations  for  confidential  and  secret 
clearances.  In  addition  to  the  NAC,  cr^it  bureau  check,  and  date  and  place  of 
birth  verification,  an  SS6I  requires: 

•  verification  of  U.S.  citizenship; 

•  corroboration  of  educational  degree  or  diploma  claimed; 

•  confirmation  of  employment  (includes  pe^nal  interviews  with 
supervisors,  coworkers,  or  both)  and  military  service; 

•  examination  of  public  records  to  vmify  or  reveal  divorces, 
bankruptcies,  or  court  actions;  and 

•  interviews  of  neighbors  and  persons  who  have  social  knowledge  of  the 
subject. 

An  SSBI  also  covers  a  longer  period  of  time,  10  years. 

Effect  on  the  Adjudication  Pfocess.  Generally,  the  adjudication  facilities  take 
less  time  to  grant  a  confidential  or  secret  clearance  than  a  top  seoet  cleaj^ce. 
An  adjudicating  official  must  review  all  the  information,  resolve  conflicting 
rq>orts,  and  decide  whether  to  grant  the  type  of  clearance  sought.  The 
adjudicator  must  review  significantly  more  information  for  an  SSBI  because  of 
die  longer  period  covered  and  additional  investigative  steps. 


Procedures  Within  the  DoD  Adjudication  Program 


The  DoD  needs  to  improve  and  streamline  procedures  within  the  adjudication 
program  to  provide  consistent  and  timely  security  clearances,  and  more  efficient 
customer  service. 

Consistently  Adjudicated  Security  Clearances.  The  Joint  Security 
Commission  issued  a  r^rt,  “Redefining  Security,”  Fdiniary  28,  1994,  that 
examined  the  processes  used  to  formulate  and  implemoit  security  policies  in 
DoD  and  the  bitelligence  Community.  The  report  included  a  review  of  the 
adjudication  process.  It  stated  that  even  though  DoD  and  the  Intelligence 
Community  established  procedural  safeguards  in  the  adjudication  process,  the 
Commission: 


.  .  .  remains  concerned  about  the  lack  of  reciprocity  of  adjudicadmis. 
Efforts  are  underway  to  establish  standard  adjudicative  criteria  for  the 
entire  community  and  these  must  be  brought  to  fruition. 
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In  Maidi  1997,  the  President  approved  a  single  set  of  adjudication  guidelines 
for  security  clearances  and  SCI  access,  with  reciprocity  as  the  national 
objective. 

Howevo-,  within  DoD,  an  employee’s  security  clearance  and  SCI  access  must 
be  administratively  transferred  or  reciprocally  accepted  by  the  gaining  DoD 
adjudication  duality  when  the  employee  moves  from  one  DoD  organization  to 
another.  While  much  improved  ovct  past  practice,  a  transfer  or  accq)tance  stiU. 
entails  paperwork  and  administrative  action  and  reciprocal  acceptance  is  not 
automatic. 

To  illustrate  the  administrative  process,  an  individual  who  moves  from  an  Army 
location  to  a  Navy  location  must  have  a  Navy  adjudication  facility  clearance  line 
added  in  the  Defense  Clearance  and  Investigations  Index  (DCII)^  to  rq>lace  the 
Army  adjudication  facility  clearance  line.  The  clearance  transfer  may  be 
delayed  a  week  to  several  months,  even  though  the  person  was  fully  eli^ble  for 
a  security  clearance  and  program  access.  DoD  contractors  who  work  with 
multiple  DoD  SCI  and  SAP  authorities  may  also  experience  reciprocity  and 
administrative  delays  in  obtaining  clearances  and  access. 

Hmely  Ad|judicated  Security  Clearances*  Customers  of  the  adjudication 
facilities  expressed  dissatisfaction  with  the  time  the  adjudication  facilities  took 
to  decide  cases  with  unfavorable  information.  However,  the  customers  and  six 
of  the  eight  adjudication  facilities  did  not  keep  statistics  about  timeliness  by  type 
of  request  (single  scope  background,  NAC,  or  periodic  rdnvestigation)  and  type 
of  information  found  (favorable  or  unfavorable)  about  the  clearance  applicant. 
The  customers  and  the  adjudication  facilities  had  not  established  parameters  or 
goals  for  case  timeliness. 

The  Army  adjudication  facility  maintained  the  most  detailed  statistics.  The 
statistics  for  Octd)m’  1996  through  June  1997,  showed  that  SSBIs  with 
favorable  information  were  in  the  adjudication  process  an  average  of  11  days; 
with  unfavorable  information  that  were  not  app^ed  IS3  days;  and  with 
unfavorable  information  that  were  appealed  212  days.  For  the  same  period,  the 
Air  Force  showed  15  days  to  process  the  combination  of  SSBIs  with  favorable 
information  and  unfovorable  information  that  were  not  appealed.  The  Air  Force 
adjwlication  facility  experienced  an  average  process  of  3^  days  (including 
appeals)  for  cases  with  unfavorable  information.  Although  Navy  and 
Washington  Hea^uarters  Services  (V^S)  did  not  maintain  detailed  statistics, 
personnel  from  those  adjudication  focilities  estimated  that  cases  with 
unfavorable  information  (with  no  appeals)  were  in  process  45  to  60  days  for  the 
Navy  and  14  to  150  days  for  WHS. 


*  The  DCn  is  a  computer  application  and  database  used  to  store  and  process  files 
containing  personnel  security  clearance  information. 
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Without  tracking  performance  against  an  agreed-upon  standard  for  case 
timeliness,  neither  the  customer  nor  the  adjudication  &cility  could  determine 
whether  long-lived  adjudication  cases  were  a  common  occurrence  or  a  problem. 

Efficient  Customer  Service.  Customer  service  to  DoD,  and  particularly  the 
Joint  Combatant  Commands,  has  improved  since  1993.  However,  the  Joint 
Combatant  Commands,  with  personnel  from  all  services,  could  benefit  from 
interchanget^le  processing  for  clearances,  SCI  access,  or  SAP  access.  As  of 
July  1997,  the  Joint  Combatant  Commands  use  guidance  and  forms  specific  to 
the  adjudication  facility  to  process  personnel  security  clearances  and  r^x>rt 
advise  actions.  Die  variation  in  processing  and  forms  can  be  confusing  for 
personnel  supporting  the  Joint  Combatant  Commands  per^nnel  srourity 
function.  Some  personnel  supporting  the  personnel  security  function  operate 
without  formal  training,  as  an  additional  duty. 


Management  Emphasis  Could  Improve  Adjudication 
Program  Services 


Although  certain  commendable  process  reengineering  initiatives  have  been 
made,  additional  improvements  are  necessary  to  provide  across  die  board 
improvemoit  in  consistent,  timely  security  clearances  and  efficient  customer 
service.  To  date,  management  h^  focus^  principally  on  responding  to  the 
Defoise  Managemoit  Report  Decision  (DMRD)  No.  986,  “Consolidation  of 
Personnel  Security  Adjudication  in  DoD,”  December  11,  1992,  and  establishing 
the  policy  to  meet  Btecutive  Order  12968,  “Access  to  Classifi^  Information,” 
August  2,  1995. 

Action  Ptt>p<»ed  by  DMRD  986.  The  Deputy  Secretary  of  Defen»  approved 
the  DMRD  No.  986  alternative  to  consolidate  DoD  personnel  security 
adjudication  facilities  from  19  to  8  facilities.  DMRD  No.  986  states,  “The 
large  number  of  facilities  results  in  an  inefficient  system  where  oversight  is 
difficult  and  policy  implementation  uiconsistmt.”  The  Dqiuty  Secretary  of 
Defoise  based  his  decision  on  a  study  done  by  the  Defense  Personnel  Securi^ 
Research  Center  (PERSEREC).  PERSEREC  studied  the  potoitial  for  achieving 
improved  efficiency  and  effectiveness  through  consolidating  DoD  adjudication 
facilities  and  issued  the  rqwrt,  “Consolidation  of  Personnel  Security  in  DoD,” 
October  1991.  The  report  identifies  consolidation  options  to  eiAer  merge  all 
facilities  excluding  the  National  Security  Agency;  or  to  remain  in  the  current 
configuration. 

Requirements  of  Executive  Order  12SMi8.  The  intent  of  Executive  ^der 
12968  is  to  consolidate  the  various  policies  regarding  porsoimel  sectmty  that 
difrerrat  agencies  have  previously  issued.  The  Order  establishes  uniform  policy 
procedures  for  ^1  agencies  when  deciding  whether  to  issue  or  renew  a 
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clearance,  define  job-based  need  for  access,  and  initiate  standards  for 
investigating  and  adjudicating  clearances.  Specifically,  Executive  Order  12968 
requires  that  the  Security  Policy  Board  establish  a  single  set  of  adjudicative 
guidelines.  The  President  approved  those  guidelines  on  March  24,  1997. 

Defense  leaders  executed  the  proved  DMRD  No.  986  alternative  in  1993  and 
DoD  devdoped  policy  to  comply  witii  Executive  Order  12968  and  the  t^roved 
guidelines.  Although  reciprocity  of  a  clearance  in  DoD  has  improved  since 
1993,  management  could  further  improve  reciproci^  and  the  adjudication 
process  by  emphasizing  the  following  areas:  oversight  of  the  adjudication 
process,  continuing  training  for  adjudicators,  facilitating  appeals  of  denials  and 
revocations,  and  more  effective  use  of  the  DCn. 

Oversight  of  the  A^udicative  Process.  The  Joint  Security  Commission 
reported  in  “Redefining  Security,”  February  1994,  that  “The  establishment  and 
eitforcemem  [emphasis  added]  of  a  single  adjudicative  standard  would  eliminate 
the  need  for  costly  readjudications.”  Inconsistent  application  of  the  standards 
occur  in  the  adjumcation  program  because  the  system  is  not  accountable  to  any 
one  office.  While  it  is  the  responsibility  of  DoD  management  to  enact  policies 
and  procedures,  no  office  is  assigned  the  responsibility  to  ensure  that  the  various 
facilities  consistently  implement  those  polices  and  procedures.  Additionally, 
there  are  no  establi^ed  standards  on  resource  management  and  productivity  to 
effectively  measure  an  adjudication  facility. 

In  order  to  emsure  compliance  and  consistent  application  of  policies  and 
procedures  across  tiie  adjudication  facilities,  a  peer  review  system  could  be 
implemented.  Such  reviews  are  common  within  the  Inspector  General 
community  as  well  as  public  accounting  firms.  These  reviews  serve  to  ensure 
that  the  work  produced  meets  quality  control  standards.  The  reviews  would 
ensure  that  established  polices  and  procedures  are  being  consistently  applied 
across  all  DoD  adjudication  facilities,  and  would  also  identify  areas  for 
improvemait. 

Continuiiig  Trahdng  for  Adjudicators.  DoD  adjudicators  are  not  receiving 
continuing  education  training  in  specified  time  frames,  nor  do  they  have  training 
devel^ment  plans  to  be  able  to  work  towards  a  “certificate  of  adjudication.” 
Training  together  would  increase  reciprocity  and  trust  among  tiie  adjudication 
facilities.  Additionally,  DoD  SCI  access  and  security  clearance  adjudicators 
should  work  and  train  in  the  same  environment.  Such  ccmsistency  could  foster 
danced  credibility  throughout  Governmrat  agencies.  DoD  could  more  readily 
ask  otho^  Government  agencies  to  reciprocally  accept  DoD  clearances, 
eliminating  excessive  and  unnecess^  delays  caused  by  obtaining  investigative 
dossiers  and  conducting  another  adjudication. 

Facilitating  Appeals  oi  Denials  and  Revocations.  If  an  adjudicative  fiunlity 
dmies  or  revokes  a  clearance,  it  issues  a  letter  of  intmt  stating  the  reason  for 
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the  doiial  or  revocation.  It  is  to  the  individual  to  obtain  their  file  to 
determine  the  exact  cause  of  the  denial  or  revocation  if  they  want  to  app^  the 
decision.  That  process  can  be  facilitated  by  having  each  adjudication  facility 
obtain  approved  from  DSS  to  provide  the  individual  a  copy  of  their  investigation 
file  along  with  a  statement  of  the  reason  their  clearance  was  draied  or  revoked. 
Currmtly,  WHS  liuas  an  agreement  with  DSS  that  allows  WIK  to  release  the 
DSS  ffle  to  the  individual.  Including  the  rqx>rt  of  investigation  along  with  the 
letter  of  intent  to  deny  or  revolt  a  clearance  decreases  the  s^ipeal  process  time, 
provides  a  modest  cost  savings,  and  better  utilizes  the  adjudicators’  time. 

More  EHiective  Use  of  the  DCn.  The  DCII  is  a  database  listing  all  cleared 
employees  of  the  DoD.  Among  other  elements,  DCII  CTtries  currenfly  show 
which  adjudication  facility  grants  the  clearance.  Eve^  time  an  individual  is 
readjudicated,  the  adjudication  facility  enters  the  data  into  the  DCH.  The  DCn 
could  be  changed  so  that  tiie  adjudicating  office  no  longer  is  idmtified  in  the 
entry,  and  all  clearances  are  considered  DoD-wide  clearances.  A  DoD 
clearance  code  would  reduce  review  processes,  eliminate  p^orming  redundant 
adjudications,  and  improve  efficiencies,  particularly  for  individuals  who  are 
transferred  or  hold  multiple  positions  (for  example,  a  contractor  who  belongs  to 
the  Air  National  Guard).  The  DoD  label  would  force  redprodly  and  eliminate 
adjudication  facilities  second  guessing  each  other  or  performing  redundant 
adjudications. 


Management  Initiatives  for  Improving  Adjudication 
Program  Services 


DoD  management  is  developing  the  Joint  Persoimel  Adjudication  System 
(JPAS)  to  improve  communication  and  information-shanng  amon^  adjudication 
facilities.  In  addition,  the  Army  and  WHS  have  established  priontization  plans, 
and  the  Air  Force  has  explored  a  plan  for  prescreening  cases  with  only 
favorable  information  in  order  to  expedite  clearances. 

Development  of  JPAS.  Management  has  made  progress  on  the  JPAS  system 
that  will  give  the  adjudication  focilities  a  common  automated  information  system 
(AIS)  to  support  the  adjudication  program.  The  PERSEREC  consolidation 
study  estimated  that  AIS  would  be  a  significant  cost  in  any  consolidation.  JPAS 
will  replan  the  currmt  systems  with  integrated  data  bases,  distributed 
processing,  and  common  and  facility-unique  a|)plication  programs,  "nie  JPAS 
will  allow  distribution  of  shared  and  reusable  information  to  DoD  adjudication 
facility  customers  and  other  interfacing  organizations.  That  common 
information  and  processing  capability  is  expected  to  promote  s^dardization 
and  reengineering  of  common  personnel  security  and  adjudication  processes. 
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Another  reason  the  DoD  adjudication  facilities  are  developing  the  JPAS  is  to 
re^nd  to  DSS  development  of  the  Case  Control  Management  System  to 
automate  the  investigation  process.  JPAS  will  enable  the  DoD  adjudication 
fadlities  to  receive  rqiorts  of  investigation  electronically  from  DSS.  Phase  I  of 
JPAS  is  schedided  to  be  complete  when  the  Case  Control  Mtuiagemoit  System 
becomes  op^timial  in  the  second  quarter  FY  1998.  The  DoD  adjudication 
facilities  plan  evmitually  to  link  all  the  DoD  adjudication  facilities  to  each  other 
and  to  dieir  respective  customer  agencies  using  JPAS.  That  capability  should 
increase  the  dmdiness  of  clearance  notification  to  end  users,  eliminate  the 
unique  computer  systems  the  adjudication  facilities  use,  and  improve  customer 
service. 

Army,  Air  Force,  and  WHS  A^udication  Facilities  Improvements  in 
Adijudkation  Process.  Both  the  Army  and  the  WHS  adjudication  facilities 
established  case  prioritization  procedures  for  adjudicating  clean  cases  (a  case 
without  any  unfavorable  information  reported  on  the  security  questionnaire  or 
any  of  the  reports  of  investigation).  The  Army  C^itral  Personnel  Security 
Clearance  F^dlity  Management  Division  identifies  clean  cases  and  reviews 
those  cases  first  to  determine  whether  the  DoD  adjudication  facility  should  grant 
a  clearance.  The  Director,  WHS,  idoitifies  clean  cases  and  assigns  Aem  to  two 
adjudicators  who  adjudicate  only  clean  cases.  The  procedures  establi^ed  at 
those  two  adjudication  facilities  have  resulted  in  clean  cases  adjudicated  in 
1  or  2  days.  Die  process  changes  implemented  by  the  Army  and  WHS 
adjudication  facilities  can  be  u^  to  improve  the  overall  adjudication  process. 

The  Air  Force  signed  a  memorandum  of  understanding  with  the  Personnel 
Investigations  Cent^  (the  Center),  regarding  clean  case  screwing.  The 
memorandum  stipulates  that  the  Center  will  screen  all  Air  Force  SSBIs,  SSBI 
periodic  reinvestigations,  secret  periodic  reinvestigations,  and  special  access 
program  periodic  reinvestigations  for  the  Air  Force  adjudicati(m  fac^ty.  The 
Center  wiU  forward  the  completed  investigation  to  the  Air  Force  adjudication 
fac^ty  for  special  programs^ cases  that  it  marks  “clear,”  and  the  Air  Force 
adjudication  fadUty  wW  fully  adjudicate  those  cases.  The  Center  will  not  smid 
the  completed  investigation  to  die  Air  Force  adjudication  facility  for  cases  not 
idmtificd  as  special  programs  cases  and  marked  “clean.”  The  Center  will 
instead  send  tte  marked  DD  Form  1879°  or  Standard  Form  86'  to  the  Air  Force 
adjudication  fadlity  so  that  a  clearance  oitry  may  be  made  in  the  DCH. 
Although  not  specifically  stated  in  the  memorandum  of  understanding,  the  Air 


^Sensitive  compartmented  information  access,  presidential  support,  limited  access 
authorizations,  or  Air  Force  Office  of  Special  Investigations  personnel. 

°DoD  request  for  a  personnel  security  investigation  submitted  by  the  requesting  agency. 

^Personnel  Security  Questionnaire  completed  by  the  subject. 
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Force  adjudication  facility  stated  that  the  objective  of  the  case  screening 
program  is  to  improve  case  processing  time  and  utilize  personnel  more 
efficiently.  The  Air  Force  adjudicators  have  reviewed  19  percent  of  the  cases 
the  Center  identihed  as  clean  to  verify  that  the  screening  process  is  working 
effectively. 


Impact  of  Adjudication  Services  on  Customers  and  DoD 

Management  has  not  regularly  emphasized  the  need  for  changes  and 
improvements  to  the  adjudicative  program.  Therefore,  DoD  organizations  have 
experienced  contractor  and  government  personnel  employment  delays,  security 
offices  use  multiple  forms  and  procedures  when  obtaining  security  clearances, 
and  DoD  employees  sometimes  obtain  dual  clearances. 

Personnel  Employment  Delays.  The  duplication  and  compleuties  ^t  exist  in 
the  adjudication  program  increase  tiie  time  requir^  for  the  adjudication  process. 
The  average  time  for  the  DSS  to  complete  a  case  is  180  days,  and  the  average 
time  for  an  adjudication  facility  to  review  a  case  is  anywhere  betweoi  14  days 
and  180  days.  In^viduals  in  positions  that  require  clearance  are  unable  to  work 
in  thdr  full  capacity  until  the  clearance  is  granted. 

Multiple  Forms  and  Procedures.  DoD  organizations  encount^  multiple  forms 
and  procedures  when  obtaining  security  clearances.  At  the  time  of  Ae  audit,  the 
Joint  Combatant  Commands  operate  using  adjudication  facility-specific  guidance 
and  forms  for  processing  personnel  security  clearances  and  reporting  advert 
actions.  Procedures  to  request  clearance  status,  n^rt  derogatory  infonn^on, 
transfer  clearances,  and  gi^t  interim  clearances  differ  firom  one  adjudication 
facility  to  another.  DoD  organizations  are  required  to  submit  a  service-specific 
form  to  iititiate  these  procedures.  The  various  forms,  DA  Form  5247-R, 
OPNAV  5510/413  and  AF  Form  2583,  all  contain  the  same  information.  In 
some  cases,  a  fecility  may  not  require  a  form  and  only  asks  for  a  telq>hone, 
facsimile,  or  e-mail  inquiry.  The  variation  in  procedures  and  forms  can  be 
confusing  for  personnel  supporting  the  Joint  Combatant  Comnmds  who 
perform  the  personnel  security  function  on  a  rotational  basis  without  formal 
training. 

Duplicated  Clearances.  Adjudication  facilities  are  carrying  out  unne^sary 
tasks  by  issuing  clearances  to  personnel  that  already  have  clearance  with  another 
DoD  organization.  The  rasting  system  creates  those  situations  when  an 
individual  leaves  the  employ  of  one  service  to  work  with  another  service,  or 
whra  an  individual  worte  as  a  DoD  civilian  as  well  as  a  military  reservists  or 
DoD  contractor.  Although  the  individual  has  a  clearance,  the  gaining  DoD 
organization  has  to  submit  paperwork  to  obtain  a  service^specific  clearance  for 
the  individual.  The  gaining  adjudication  facility  will  review  the  DSS  case  or  the 
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DCn  and  dedde  whether  to  grant  or  deny  a  clearance.  That  process  is  not  an 
efficient  use  of  the  adjudicator’s  time  because  another  adjudicator  has  already 
deemed  the  individual  to  be  trustworthy  to  receive  a  security  dearance. 
Consistent  application  of  the  adjudication  standards  would  oihance  adjudication 
facilities’  cr^bility  throughout  DoD  and  diminish  excessive  and  unnecessary 
delays. 


Consolidation  as  a  Means  to  Attain  Program  Improvement 

Consolidation  of  the  adjudication  facilities  is  feasible,  although  there  are  mixed 
views  on  its  merits. 

In  the  opinion  of  the  Joint  Secuii^  Commission,  as  stated  in  its  February  1994 
report,  consolidation  of  adjudication  facilities  in  DoD  would  improve 
efndency,  effectiveness,  and  consistency  within  the  program;  increase 
timeliness  and  customer  re^nsiveness;  and  provide  diimt  cost  savings. 
Consolidation  would  simplify  customer  service  because  a  consolidated 
adjudication  facility  would  need  only  one  AIS,  one  set  of  forms,  and  one  set  of 
procedures.  A  consolidated  adjudication  facility  would  encourage  consistency 
through  single  management,  systems,  and  proc^ures. 

Whetho^  timeliness  and  customer  responsiveness  would  improve  under 
consolidation  is  less  predictable.  WHS,  which  became  the  consolidated  Defense 
Agency  adjudication  facility  in  1993,  asked  security  officers  in  1 1  agencies 
whether  fi^er  consolidation  would  be  good  for  them  as  customers.  Of  the  1 1 
security  officers,  7  saw  no  benefit,  1  strongly  endorsed,  and  3  said  it  would  be 
“okay”.  Less  responsiveness  and  “getting  lost  in  the  shuffle”  were  among  the 
concerns  expressed.  Significant  direct  cost  savings  from  consolidating 
adjudication  facilities  seem  unlikely.  In  the  past,  cost  savings  have  generally 
come  from  personnel  reductions.  The  1991  PERSEREC  study  estimated  the 
staffing  level  for  two  adjudication  fadlities  would  be  644  full-time  persoimel. 
The  current  stai^g  level  of  the  eight  adjudication  facilities  is  409.5  full-time 
personnel.  Further  staffing  decreases  must  be  considered  in  the  context  of  the 
Assistant  to  the  President  for  National  Security  Affairs  admonishment  in  the 
May  24,  1997,  transmittal  of  the  approved  investigative  and  adjudicative 
guidelines: 


Since  tbe  Presidnt  approved  Executive  Order  12968,  it  has  been 
brought  to  my  attention  that  some  dqMutments  and  agencies  have 
continued  reducing  resources  devoted  to  counterintdligence  and 
security  activities.  In  some  cases,  the  downsizing  of  these  fimctions 
may  be  disproportiona]  to  the  threat  and  the  workload.  These  new 
Guidelines  and  Standards,  incorporating  the  lessons  learned  from  the 
Ames,  Nicholson  and  Pitts  espionage  cases,  should  be  fully 
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i]iq)IeineDted,  wdiidi  cannot  occur  witb  inadequate 
resources.  .  . .  Therefore,  in  uqplemeating  these  new  Guidelines  and 
Standards,  you  should  ensure  dut  sufficient  attention  is  given  to 
budgeting  for  the  requirements  contained  therein. 

The  cost  savings  of  staffing  reductions  likely  would  be  offset  in  die  near  term 
by  costs  to  physically  consolidate  the  adjudication  facilities  but  the  effici^icies 
of  a  consolidated  adjudication  facility  may  increase  savings  over  the  long  term. 
We  did  not  conduct  an  economic  analysis  of  the  many  alternatives. 


Management  Comments  on  the  Finding  and  Audit  Response 

The  OffHce  of  the  Assistant  Secretary  of  Defense  (Command,  Control, 
Communications,  and  Intelligence)  Comments.  The  Office  of  the  Assistant 
Secretary  commented  that  the  report  did  not  address  the  potential  boiefits  or 
drawbacks  of  consolidating  the  adjudication  fecilities.  According  to  the  Office 
of  the  Assistant  Secret^,  the  report  dismisses  consolidation  as  a  viable  option 
even  though  consolidation  could  result  in  indirect  savings  and  efficiencies. 

Audit  Response.  Nothing  in  this  r^rt  dismisses  any  option.  We  did  not 
identify  any  legal  or  reguktory  prohibitions  that  prevrat  the  Office  of  the 
Assistant  Secretary  from  deciding  to  consolidate  the  adjudication  fadlities, 
although  there  are  mixed  views  on  the  merits  of  consolidation  among  facility 
users  and  operators. 


Recommendations,  Management  Comments,  and  Audit 
Response 


We  iwmnmend  that  the  Assistant  Secretary  of  Defense  (Command,  Control 
CtHnmunications,  and  Intell^ience): 

1.  Implement  peer  review  within  the  DoD  adjudication  program. 

The  Office  of  the  Assistant  Secr^ary  of  Defense  (Command,  Control, 
Communications,  and  Intelligence)  Comments.  The  Office  of  the  Assistant 
Secretary  agreed  that  every  program  should  welcome  scrutiny,  but  doubted  that 
internal  resources  would  be  available  to  conduct  peer  reviews  and  that  personnel 
security  experts  from  non-DoD  agencies  would  provide  added  value.  The 
Office  of  the  Assistant  Secretary  further  stated  that  sufficient  equivaloit  peer 
review  mechanisms  are  already  in  place. 
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Audit  Response.  The  Office  of  the  Assistant  Secretary  comments  were  not 
fully  reqx>nsive  to  Recommendation  1.  Although  the  Office  of  the  Assistant 
Seo-e^  agie^  that  programs  benefit  from  scrutiny,  it  ][»x>posed  no  actions  to 
provide  such  scrutiny  for  the  adjudication  program.  It  ates  resource  shor^es 
as  a  reason  for  not  proposing  action.  We  recognize  that  resource  availability 
constrains  many  DoD  organizations,  yet  some  of  those  organizations  perform 
pe^  reviews.  Obviously,  a  peer  review  program  would  have  to  be  carefully 
designed  to  consider  resource  constraints.  We  did  not  intend  for  DoD  to  obtain 
review  services  from  non-DoD  sources,  but  rather  from  DoD  organizations. 

The  Office  of  the  Assistant  Secretary  further  stated  that  sufficient  equivalent 
peer  review  mechanisms  are  already  in  place,  but  did  not  describe  the  guidance, 
function,  or  effectiveness  of  those  existing  mechanisms.  We  request  that  the 
Office  of  ^e  Assistant  Secretary  reconsider  its  position  and  provide  additional 
comments  on  Recommendation  1.  If  systematic  review  pro<^ures  are  already 
in  place,  and  we  found  none,  we  request  that  the  Office  of  the  Assistant 
Secretary  clarify  what  they  are. 

2.  Establish  continuing  education  standards  and  a  prograin  to 
encourage  the  development  and  certification  of  professionid  a^udicators. 

The  Office  of  the  Assistant  Secretary  of  Defense  (Command,  Control, 
Cmnmunications,  and  Intelligence)  Comments.  The  Office  of  the  Assistant 
Seoetary  agreed  with  establishing  continuing  education  and  professional 
certification  programs;  programs  that  were  long-standing  goms.  It  stated  that 
DoD  expects  a  continuing  Vacation  course  to  be  in  place  by  June  1998  and  the 
Security  Policy  Board  is  expected  to  propose  a  professional  adjudicator 
certification  program  by  the  end  of  c^endar  year  1998. 

3.  Require  each  a^iudication  facility  to  show  a  DoD  clearance  code 
rather  tiian  a  fadlity-specffic  clearance  code  in  the  Defense  Clearance 
Investigation  Index. 

The  Office  of  the  Assistant  Secretary  of  Defense  (Command,  Control, 
Cmnmunkations,  and  Intelligence)  Comments.  The  Office  of  the  Assistant 
Secret^  stated  that  a  DoD  clearance  code  would  make  sense  only  if  DoD 
consolidated  the  adjudication  facilities.  According  to  that  Office,  without 
consolidation  the  cost  of  systems  revisions  to  use  one  code  and  to  provide 
accountability,  produce  management  reports,  and  automatically  update  the 
various  milita^  and  civilian  personnel  databases  could  have  a  ne^tive  cost 
benefit.  It  further  stated  that  tiie  eight  adjudication  facilities  routinely  and 
reciprocally  accept  each  other’s  clearances  with  little  time  or  administration 
expended. 

Audit  Response.  The  Office  of  the  Assistant  Secretary  comments  were  not 
responsive  to  Recommendation  3.  We  disagree  that  a  DoD  clesuance  code 
would  provide  fimction  only  if  DoD  consolidated  the  adjudication 
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facilities.  Whether  or  not  DoD  consolidates  the  adjudication  facilities,  the  DoD 
will  have  to  account  to  Con^s  for  the  clearances  grant^,  produce 
management  reports  by  Service  and  Agency,  and  automatic^y  update  the 
various  military  and  avilian  personnel  databases.  A  DoD  clearance  code 
implements  standardi^tion  consistrat  with  Executive  Qrd^  12968  and  the 
Security  Policy  Board  gmdelines.  The  management  position  on  this  data 
elemrat  standardization  issue  is  inconsistent  with  overall  DoD  and  Office  of  the 
Assistant  Secretary  policy  on  data  element  standardization.  We  ^uest  that  the 
Office  of  the  Assistant  Secretary  reconsider  its  position  and  provide  additional 
commrats  on  Recommendation  3. 

4.  Arrai^e  for  a  copy  of  an  individual’s  investigation  report  to  be 
provided  along  with  a  letter  of  intent  to  deny  or  revoke  clearance. 

The  Office  of  the  Assistant  Secretary  of  Defense  (Conunand,  Control, 
Communications,  and  Intelligence)  Cmnments.  The  Office  of  the  Assistant 
Secretary  partially  agreed  with  the  recommendation  to  provide  investigation 
reports  and  pointed  out  that  one  facility  follows  the  practice.  However,  the 
Office  of  the  Assistant  Secretary  considered  providing  investigation  r^rts  an 
unreasonable  workload  for  larger  facilities  because  of  the  privacy  reviews 
needed  and  an  unnecessary  vuhierability  to  disclosure  of  privacy  act 
information.  When  fully  implemented  in  FY  1999,  according  to  the  Office  of 
the  Assistant  Secretary  comments,  the  Case  Control  l^agement  System  couW 
provide  a  feasible  and  cost  effective  means  for  the  adjudication  facilities  to  print 
out  an  individual’s  entire  investigation  report. 

Audit  Response.  The  Office  of  the  Assistant  Secretary  of  Defoise  (»mments 
were  not  responsive  to  Recommendation  4.  We  disagree  that  providing 
investigation  r^Kirts  would  unduly  burden  the  adjudi^tion  facilities  b^ause  the 
review  process  to  select  relevant  documents  to  a  particular  action  has  already 
established  the  workload.  In  addition,  the  vulnerability  to  disclosure  of  personal 
information  does  not  significantly  change  whether  one  document  or  many 
relevant  to  a  case  are  released  or  whether  personal  information  is  printed  by 
copying  pi^r  records  or  computer  files.  Therefore,  as  part  of  its  oversight 
role,  the  Office  of  the  Assistant  Secretaty  should  implement  procedures  to 
provide  a  copy  of  an  individual’s  investigative  report  along  with  a  letter  of 
intent.  We  request  that  the  Office  of  the  Assistant  Secretarjr  reconsider  its 
position  and  provide  additional  comments  on  Recommendation  4. 

5.  Standardize  the  request  and  report  forms  that  customers  must 
use  for  personnel  security  actions. 

The  Office  of  the  Assistant  Secretary  of  Defense  (Command,  Control, 
Conununications,  and  Intelligence)  Conunents.  The  Office  of  the  A^stant 
Secretary  agreed  with  standardizing  r^uest  and  rqwrt  forms  and  described 
automation  efforts  that  will  meet  the  intent  of  the  recommendation.  The  Joint 
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Personnd  Adjudication  System  will  eliminate  redundant  systems  and  use 
common  data  standards.  The  Office  of  the  Assistant  Secretanr  expects  the  Joint 
Personnel  Adjudication  System  to  be  completed  by  die  md  or  FY  1999  and  to 
fully  implemoit  tMs  recommendation  beginning  in  FY  2000. 

See  Part  in  for  the  complete  text  of  the  Office  of  the  Assistant  Secretary  of 
Defense  (Command,  Control,  Communications,  and  Intelligence)  commits. 

Director  for  Administration  and  Manage^nt  Cmnmaits.  Although  not 
required  to  commit,  the  Director  for  Administration  and  Management 
graerally  agreed  with  the  recommendations.  The  Director  expressed 
reservations  r^aiding  peer  reviews  among  the  adjudication  facilities  because  of 
resource  and  workload  constraints.  The  Director  reiterated  the  position  that  the 
adjudication  process  could  be  improved  without  consolidating  the  adjudication 
facilities  and  objected  to  terming  further  consolidation  as  feasible.  The 
complete  text  of  the  Director  for  Administration  and  Management  comments  is 
in  in. 
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Appendix  A.  Audit  Process 


Scope 

This  audit  did  not  include  an  evaluaticm  of  the  man^emoit  control  program 
because  consolidating  adjudication  ^idlities  is  a  policy  (^tion.  Therefore, 
management  controls  would  not  apply  to  the  objective  as  they  would  to  an 
assessment  of  ongoing  operations. 


Methodology 

To  assess  the  feasibility  of  consolidating  adjudication  facilities,  we  sent  data 
request  pac^es  to  the  eight  adjudication  facilities  requesting  information  on 
thdr  op^ting  costs,  staffing,  work  space  requirements,  and  adjudication 
worklo^.  We  also  asked  for  their  opinions  on  the  advantages  and 
disadvantages  of  consolidating  all  adjudication  fsicilities  to  create  one  DoD 
facility.  We  analyzed  the  opoating  costs,  budget,  staffing  levels,  and 
productivity  statistics  of  each  adjudication  fisicility  for  FYs  1994  to  1997.  We 
interviewed  officials  from  the  Office  of  the  Assistant  Secretary  of  Defense 
(Command,  Control,  Communications,  and  Intelligence);  DoD  adjudication 
fac^ties;  and  other  DoD  Components.  We  did  not  perform  an  economic 
analysis  of  consolidation  options  because  of  the  multiplicity  of  potential  options 
and  the  lack  of  any  stated  DoD  consolidation  plans  that  would  have  helped 
define  the  most  likely  options. 

Audit  Type,  Dates,  and  Standards.  We  performed  this  program  audit  from 
July  1  through  Octc^  30,  1997,  in  accordance  with  auditing  standards  issued 
by  the  Comptrollo’  (Seneral  of  the  United  States,  as  implemented  by  the 
Inspector  General,  DoD.  We  did  not  assess  the  reliability  of  the  computer- 
processed  data  provided  by  tiie  adjudication  facilities  because  the  data  included 
in  the  rqwrt  are  for  informational  purposes  and  are  not  relevant  to  the  audit 
results.  We  did  not  use  statistical  sampling  procedures  for  this  audit. 

Contacts  During  the  Audit.  We  visited  or  contacted  individuals  and 
organizations  within  the  DoD  and  Government  contractors  that  receive  security 
clearances.  Further  details  are  available  on  request. 
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General  Accounting  Office,  Report  No.  NSIAI>*95-101  (OSD  Case 
No.  9S69),  **Background  Investigations,**  March  24, 1995.  The  audit 
objective  was  to  evaluate  the  Fede^  processes  for  conducting  bacltgiound 
investigations,  deciding  an  individual’s  suitability  for  govemmrat  employment, 
and  determining  whether  an  individual  meets  es^lished  criteria  for  acc^s  to 
classified  information.  The  issue  relevant  to  our  audit  discussed  the  feasibility 
of  having  one  central  agency  conduct  all  bacl^round  investigations  and 
adjudication  functions.  The  report  concluded  that  it  may  be  feasible  to  have 
such  a  central  agency,  however;  consolidation  could  result  in  le^  agency 
control  over  the  process  and  reduce  the  extent  to  which  an  individum  agency’s 
requirements  and  priorities  are  met.  The  report  did  not  contain  any 
recommendations. 

Inspector  General,  DoD,  Report.  98-067,  ** Access  Reciprocity  Between  DoD 
Spinal  Access  Programs,**  Febru^  10, 199%,  The  report  states  that  die 
Navy  and  the  Air  Force  generally  did  not  reciprocally  ac^owledge  ^lecial 
access  program  security  eligibility  determinations  adjudicated  wiAin  and 
between  their  respective  Military  Depa^rats.  The  rqiort  also  states  that 
although  fee  Army  established  reciprocity  within  Army  special  access  programs. 
Army  access  criteria  was  not  reciprocal  with  Navy  and  ^  Force  qiecial  access 
program  access  criteria.  As  a  result,  Navy  and  ^  Force  special  access 
programs  implemented  inefficient  and  redundant  processes  feat  were  contrary  to 
gO(^  business  practices.  In  addition,  the  lack  of  reciprocity  impeded  access 
within  DoD  special  access  programs,  and  potentially  increa^  contractor 
overtiead  costs  to  the  Government  and  delayed  poformance  on  contracts.  The 
rqxirt  recommended  that  fee  appropriate  offices  within  the  Office  of  fee 
Secretary  of  Defense  develop  standardized  special  access  program  s^urity 
digibiUty  implementing  criteria;  establish  policy,  assign  responsibilities,  and 
develop  operating  procedures  for  a  DoD  ceata^ied  special  access  program  data 
base;  develop  a  special  access  critical  information  upd^  form;  and  est^lish, 
compartmmt,  and  train  a  ca^  of  q)ecial  access  adjudicators.  In  addition,  the 
report  recommended  that  the  Military  Departmrat  cent^  coordinating  offices 
establish  reciprocity  by  acc^ting  access  security  digibility  determinations 
already  made  and  estsfelishing  points  of  contact  to  identify  individuals  already 
accessed  to  a  program. 

The  Office  of  fee  Under  Secretary  of  Defense  for  Acquisition  and  Tedmology 
and  fee  Office  of  the  Dq)uty  to  the  Under  Secretary  of  Defense  for  Policy  for 
Policy  Support  basically  concurred  with  the  recommendations  of  fee  report. 

Both  offices  commented  feat  actions  were  curr^tly  underway  to  address  fee 
feiding  and  recommendations  identified  in  fee  rqwrt.  The  Navy  concurred  wife 
the  recommendations,  the  Army  partially  concuiied  with  the  recommeidations, 
and  the  Air  Force  comments  were  not  fully  responsive. 
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Inspector  General,  DoD,  Report  No.  97-196,  ^Personnel  Security  in  the 
Department  of  Defense,**  July  25, 1997.  The  audit  objective  was  to  determine 
the  effectiveness  and  effici^cy  of  ^e  management  of  the  DoD  personnel 
security  program.  The  audit  reviewed  proc^uies  for  investigating  and 
adjudcating  clearances  for  DoD  civilian,  military,  and  contractor  personnel. 

Hie  report  concluded  that  die  DoD  personnel  security  piogr^  is  in  the  process 
of  malmg  several  improvements  and  made  no  recommendations. 

Inqiector  Gmieral,  DoD,  Report  No.  95-lNS-lS,  ^^The  Defense  Investigative 
Service  Lispection  Report,**  September  21, 1995.  The  inspection  evaluated 
the  effectiveness  and  effidoicy  of  the  managemrat  programs  and  processes  used 
by  DSS  to  support  its  mission.  The  report  conclude  tli^  mediodologies  for 
d^ermining  staffing  requirements  were  not  in  place  for  20  percent  of  DSS.  As 
a  result  of  not  using  standard  methodologies,  DSS  could  not  oisuie  that  the 
quantity  and  slrill  mix  of  personnel  were  appropriate  to  support  mission 
requiremoits.  The  rq>ort  recommended  that  DSS  establish  standard 
methodologies  to  ensure  that  all  staffing  requirements  are  based  on  uniformly 
allied  standards.  DSS  responded  that  it  was  actively  pursuing  the  most 
emcient  structure  for  support  services.  That  effort  began  during  a  conf(^nce 
DSS  held  in  March  1997. 

US  Army  Audit  Agency,  Report  No.  WR  94-215,  ^^Installation  Security 
Support,**  Septomber  26, 1994.  The  audit  objective  was  to  determine  if 
installation  security  support  programs  at  Fort  Huachuca,  Arizona  were 
effectively  implement^.  The  report  concluded  that  pro^  procedures  were  in 
place  to  ensure  efficiently  processed  security  requiremmits;  however;  the 
mstadlation’s  security  trauimg  program  was  inadequate.  The  audit  team 
recommended  that  me  Fort  Huachuca  Commands  establi^  a  joint  command 
process  action  team  of  instructors  and  conduct  joint  quarterly  training  sessions 
with  the  career  and  non-career  assistant  security  managers.  The  Commands 
nonconcurred  with  the  recommendation. 

Joint  Security  Commission,  “Redefining  Security,**  Fdiniary  28, 

1994.  The  Joint  Security  Commission  report  discus^  the  processes  used  to 
formulate  and  implement  security  policies  in  the  DoD  and  the  intdligence 
community.  The  Joint  Security  Commission  concluded  that  the  clearance 
process  is  needlesdy  complex,  cumbmsome,  and  costly.  The  Joint  Security 
Commission  made  various  recommendations  that  would  create  a  new  policy 
structure,  enhance  security,  and  lower  cost  by  avoiding  duplication  and 
increasing  efficiency.  The  President  issued  Executive  Order  12968  in  response 
to  the  Commissimi’s  report. 
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Office  of  the  Secretary  of  Defense 

Under  Secretary  of  Defense  for  Acquisition  and  Technology 
Director,  Defuse  Logistics  Studies  Information  Exchange 
Under  Secreta^  of  Defense  (Comptroller) 

Dq>uty  Chief  Financial  Officer 
Deputy  Comptroller  (Program/Budget) 

Under  Secretary  of  Defense  for  Personnel  and  Readiness 

Assistant  Secretary  of  Defense  (Command,  Control,  Communications,  and  Intelligrace) 
Assistant  Secietaty  of  Defense  (Public  Affairs) 

Director,  Administration  and  Management 

Chief,  Security  Policy,  Personnel  and  Security  Directorate,  Washington 
He^quarters  Services 

Chief,  Consolidated  Adjudication  Facility,  Personnel  and  Security  Directorate, 
Washington  Headquarters  Services 

Joint  Staff 

Chief,  Joint  Staff  Security 

Department  of  the  Army 

Auditor  General,  Department  of  the  Army 


Department  of  the  Navy 

Assistant  Secretary  of  the  Navy  (Financial  Management  and  Comptroller) 

Auditor  General,  Department  of  the  Navy 

Assistant  Director,  Central  Adjudication  Facility,  Naval  Criminal  Investigative  Service 


Department  of  the  Air  Force 

Assistant  Seo^etary  of  the  Air  Force  (Financial  Management  and  Comptroller) 
Auditor  General,  Department  of  the  Air  Force 

Director,  Directorate  of  Security  and  Communications  Management,  Headquarters, 
497*  Intelligence  Group 
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Other  Defense  Organizations 

Director,  Defense  Contract  Audit  Agency 
Director,  Defoise  Intelligrace  Agency 

Inspector  Goieial,  Defense  Intelligence  Agency 

Director,  Central  Clearance  Facility  Division,  Counterintelligrace  and  Security 
Activity,  Directorate  for  Administration,  Defense  Intelligence  Agency 
Director,  Defense  Investigative  Service 

Director,  Defense  Personnel  Security  Research  Center 
Director,  Defense  Logistics  Agency 

Director,  Defense  Office  of  Hearings  and  Appeals,  Defense  Legal  Services  Agency 
Director,  National  Security  Agency 

Inspector  General,  National  Security  Agency 

Director,  Personnel  Security  Services,  Office  of  Security,  National  Security  Agency 


Non-Defense  Federal  Organizations  and  Individuals 

Office  of  Management  and  Budget 

Technical  Information  Center,  National  Security  and  International  Affairs  Division, 
General  Accounting  Office 

Chairman  and  ranking  minority  member  of  each  of  the  following  congressional 
committees  and  subcommittees: 

S^iate  Committee  on  Apprqiriations 

Senate  Subcommittee  on  Defense,  Committee  on  Appropriations 

Soiate  Committee  on  Armed  Services 

Senate  Committee  on  Governmental  Affairs 

Soiate  Sdect  Committee  on  Intelligence 

House  Committee  on  Appropriations 

House  Subcommittee  on  National  Security,  Committee  on  Appropriations 
House  Committee  on  Government  Reform  and  Oversight 
House  Subcommittee  on  Government  Managemoit,  Information,  and 
Technology,  Committee  on  Government  Reform  and  Oversight 
House  Subcommittee  on  National  Security,  International  Affairs,  and  Criminal 
Justice,  Committee  on  Government  Reform  and  Oversight 
House  Committee  on  National  Security 
House  Permanent  Select  Committee  on  Intelligence 
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Asisstant  Secretary  of  Defense  (Conunand, 
Control,  Conununications,  and  Intelligence) 
Conunents 


OFFICE  OF  THE  ASSISTANT  SECRETARY  OF  DEFENSE 
•OOO  DCrCNSC  PENTAGON 
WASHINGTON.  DC  20301*0000 

m  12  isse 


HDfORAMOUK  FOR  DXRSCTCm,  CONTRACT  MANACIMENT  DIRECTORATE,  D0D2G 

SUBJECT;  Audit  Report  on  th«  Dopartaont  of  Defense  Adjudication 
Prograa  (Project  No.  7RD~0048) 


This  is  in  response  to  your  DeceaQ^er  6,  1997  menorandua 
which  provided  the  subject  draft  report  for  final  coamcnt. 
Specific  eeanents  for  each  of  the  five  recommendations  for 
corrective  action  are  contained  at  the  attachment  and  represent 
only  the  views  of  0AS0(C3Z)  .  While  these  comments  were 
discussed  with  the  other  OoD  Components  that  possess  central 
adjudication  facilities,  they  do  not  necessarily  reflect  their 
views. 


The  DoD  personnel  security  program  has  received  extensive 
scrutiny  over  the  past  few  years  from  the  White  House,  Congress, 
the  DoDXG,  the  General  Accounting  Office  and  others  such  as  the 
Joint  Security  Commission  in  1994  and  the  ''Moynihan  Secrecy 
Commission*  in  1997.  Many  recommendations  resulting  from  these 
studies  have  been  implemented  or  are  in  the  process  of  being 
iaqplemented .  They  run  the  gamut  from  background  investigation 
standards,  adjudicative  standards,  due  process  procedures, 
security  forms,  to  fee  for  service,  polygraph,  and  pre¬ 
screening  • 

It  is  believed  that  the  analysis  and  recommendations 
contained  in  this  report  address  a  few  marginal  personnel 
security  program  issues  without  assessing  more  fundamental 
concerns  such  as  the  potential  benefits  or  drawbacks  of 
consolidation  of  DoD  adjudication.  While  your  report  states 
that  consolidation  of  DoD  adjudication  facilities  is  feasible, 
it  appears  to  dismiss  it  as  a  viable  option  since  '^significant 
cost  savings  from  consolidating  adjudication  facilities  seem 
unlikely.*  Since  the  report  does  not  provide  data  to  support 
that  contention,  it  is  difficult  to  determine  how  that 
conclusion  was  reached.  Even  if  direct  resource  savings  are 
unlikely,  there  are  potential  indirect  savings  and  efficiencies 
that  could  accrue  to  include  the  resolution  of  most  of  the 
recommendations  cited  and  many  others  besides. 


o 


Assistant  Secretary  of  Defense  (Command,  Control,  Communications,  and 

Intellieence)  Comments 
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Assistant  Secretary  of  Defense  (Command,  Control,  Communications,  and 
Intelligence)  Comments _ 


0ASDIC3X)  OOMOMTS  OM  OOOZ6  mCOMOMDaTZOMS  SOR  CORRECTIVE 
ACTION  TO  TBS  DOD  ADJUSICATXOM  PROGRAM 


1.  laplonttnt  pMr  within  thn  DoD  adjudication  program. 

COKMENT:  Partially  concur,  while  every  program  should 
welcome  scrutiny  to  ensure  that  its  practices  and  procedures 
are  consistent  with  appropriate  policies^  it  is  believed 
that  there  are  sufticient  oversight  mechanisms  in  place 
within  OSD  and  the  Cosponenta  to  ensure  compliance.  When 
there  are  problems,  these  are  either  addressed  by  the  CAF's 
parent  Component  or  by  C31  and  corrective  action  taken.  It 
is  doubtful  that  bringing  in  personnel  security  experts  from 
non*DoD  agencies,  vdio  are  unfamiliar  with  DoD  policies  and 
procedures,  could  provide  any  value  added  without  a  long 
learning  curve.  On  the  other  hand,  drafting  personnel  from 
within  the  DoD  CAF  community  for  such  reviews  might  work, 
but  it  would  place  a  burden  on  a  system  that  is  already 
struggling  as  a  result  of  downsizing.  If  the  current  DoD 
CATs  were  consolidated  into  a  single  CAF,  oversight  and 
control  by  OSD  (and  others)  would  be  simpler  and  more  cost 
effective.  Therefore,  it  is  felt  that  there  are  sufficient 
equivalent  "peer  review''  mechanisms  already  in  place  and 
taking  it  any  further  would  be  costly  without  any 
significant  value  added. 

2.  Establish  oontinuing  education  standards  and  a  program  to 
encourage  the  development  and  certification  of  professional 
adjudicators  • 

COHMENT:  Concur.  This  has  been  a  goal  of  DoD  for  some  time 
that  has  not  yet  been  realized  with  respect  to  professional 
certification.  However,  there  is  currently  a  subcommittee 
of  the  Security  Policy  Board' s  Training  and  Professional 
Development  Committee,  which  is  addressing  this  very  subject 
and  will  likely  have  a  solution  by  the  end  of  calendar  1998. 
The  first  phase  of  this  effort  is  to  revive  a  one-week 
advanced  adjudicator's  course,  which  was  previously 
sponsored  by  the  Director  of  Central  Intelligence  and 
terminated  in  1994  due  to  resource  constraints.  This  course 
is  expected  to  be  in  place  by  June  1998.  It  must  be  pointed 
out  that  DoD  has  had  both  basic  and  advanced  adjudicator 
courses  since  the  late  1980' s  run  by  the  former  DoD  Security 
Institute  now  Defense  Security  Service  (DSS) .  Virtually  all 
DoD  adjudicators  have  attended  the  basic  course  and  a  large 
number  have  attended  the  advanced  course. 
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3«  teqolr#  mmdh  adjudication  facility  to  show  a  DoD  claaranoo 
coda  rathar  than  a  facility-apacifie  claaranoa  coda  in  tha 
Dafanaa  Claaranoa  Znvaatigations  Zndax. 

CGMMENT:  Partially  concur.  This  is  another  recoxomendation 
that  would  resolve  itself  under  a  single  DoD  adjudication 
facility  and  nakes  the  most  sense  in  that  context.  So  long 
as  there  remain  multiple  adjudication  facilities#  there 
exists  the  real  issue  of  accountability  for  the  issuance  of 
the  security  clearance.  Also  important  is  how  C3I  annually 
co&qpiles  a  management  report  of  all  clearances  issued# 
denied  and  revoked#  broken  out  by  CAP.  Also#  each  CAP 
automatically  updates  its  military  and  civilian  personnel 
databases  with  the  clearance  information  on  each  soldier  or 
civilian.  This  process  could  be  jeopardized  without  careful 
planning  and  investment  in  system  revisions.  Absent  total 
consolidation#  the  adoption  of  this  recommendation  could 
eliminate  the  ability  to  construct  such  a  management 
document  without  significant  difficulty.  Since  the  eight 
DoD  CAPS  routinely  and  reciprocally  accept  each  other's  CAP 
clearances  with  little  time  or  administration  expended#  it 
is  necessary  to  ensure  that  adoption  of  this  recommendation 
will  not  cost  more  than  it  would  gain. 

4.  Arrange  for  a  c^>y  of  an  individual's  investigation  report 
to  be  provided  along  with  a  letter  of  intent  to  deny  or 
revoke  clearance. 

COMHENT:  Partially  concur.  At  least  one  CAP  already 
follows  this  practice  although  not  required  to  do  so  by  E.O. 
12968.  This  CAP  has  a  much  smaller  volume  than  most  of  the 
others  and  has  an  arrangement  with  DSS  to  conduct  an 
expeditious  privacy  review  before  release.  For  the  higher 
volume  CAPS  this  becomes  a  significant  workload  issue  with 
regard  to  conducting  the  necessary  privacy  reviews,  either 
with  their  own  resources  or  through  DSS#  and  then 
reproducing  the  entire  case#  which  could  be  many  pages  in 
length.  Also#  there  may  be  a  privacy  issue  involved  since 
the  statement  of  reasons  is  provided  to  the  subject  through 
his  unit  security  manager.  With  the  entire  case  file 
attached#  other  persons  would  be  privy  to  potentially 
sensitive  personal  information.  If  DSS  were  to  conduct  the 
review  for  all  CAFs#  valuable  time  could  be  lost  in 
processing  the  action  since  their  resources  may  be 
insufficient  for  a  larger  volume  of  cases.  When  DSS  fully 
implements  their  Case  Control  Management  System  (CCMS)  and 
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begins  providing  electronic  reports  of  investigation  to  the 
CAFs  with  an  effective  print  capability^  this  nay  be  a  more 
feasible  and  cost  effective  option.  This  could  possibly  be 
ijBpleaented  in  rT99  so  long  as  CCMS  provides  the  needed 
print  functionality  to  the  CAFs.  Until  that  tine  comesr  it 
is  believed  that  the  current  systen  of  providing  only  the 
investigative  docunents  relevant  to  the  unfavorable  action 
is  appropriate  and  consistent  with  C.O.  12968. 

5.  Standardise  the  request  and  report  forms  that  eustcsBers  must 
use  for  personnel  security  actions. 

COMffiNT:  Concur.  This  is  another  issue  that  could  also  be 
resolved  through  CAT  consolidation.  However,  this  can  also 
be  achieved  through  the  successful  conclusion  of  efforts 
currently  underway  via  the  Joint  Personnel  Adjudication 
System  (JPAS) .  This  effort,  headed  by  C3I,  will  create  a 
'"virtual  CAT*'  by  eliminating  redundant,  stovepipe  systems, 
adopting  cominon  data  standards  using  shared  and  reusable 
data,  and  establishing  common  data  links  with  all  customer 
agencies.  The  DoD  CAFs  will  be  electronically  linked  to 
each  other,  external  databases  and  their  customers. 

Beginning  in  March  1996,  the  JPAS  Program  Management  Office 
and  its  contractor  will  be  holding  a  series  of  workshops 
with  CAF  customer  personnel  to  design  common  electronic 
formats  that  will  be  used  to  communicate  information  between 
the  field  and  the  CAF.  This  effort  is  expected  to  be 
completed  by  the  end  of  FY99  barring  any  unexpected  changes 
in  the  funding  stream  and  full  iiig)lementation  of  this 
recommendation  could  begin  in  ry2000. 
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OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
1980  DEFENSE  PENTAGON 
WASHINGTON,  DC  2030M980 

U 


MEMORANDUM  FOR  DEPARTMENT  OF  DEFENSE  INSPECTOR  GENERAL 
Aon:  Ms.  Judy  Padgett,  Audit  Project  Manager 

SUBJECT:  Inspector  GeociaL  DOD,  Diaft  Audit  iteport  onUic  Depaitmeot  of  Defense 
Adjiidkatioa  Program  (Project  No.  7RD-004S) 


This  is  ittiesponse  to  your  request  for  comment  OD  the  sd^ect draft 

We  weteome  the  draft's  adectkm  of  opeiatkma]  xefeiefnefits  as 
system  ki|iuvcujeiits.  taowjudgmer^feb  approach  uferinxeunikai^ 
prefendik  than  that  suggested  in  a  piewus  draft;  total  copadkhtion  of  ^ 
fecOhies.  tliere  is  no  aottod  basis  f^  die  btter,  as  died  in  nqr  IS  August  1997 
memorandum  (copy  attached).  It  umldunneccssarOy  disrupt  a  car^illydeng^ 
departtoeotad  structure.  That  structure  is  worUttg  wdL  Whalevw  in^^ 
considered  desiFabk  can  be  imideQMoted  by  poticy  and  mnagetnern  ii^^ 
Accordtngly,  dieie  is  itojustifkatkm  for  dto  iuwq^iofted  conclusion  in  the  dhdt  diat 
'‘coasotidiging  DOD  adjudicMion  fedlides  is  feasible.** 

Attached  for  your  reference  are  oonunents  by  iny  staff  on  the  draft's  five 
'"RccormnendatkmsforCotTecdveActi  Whik  I  iniQr  not  diare  their  views  on  every 

detaUJ  urge  dkit  your  ofike  give  them  fell  considentioo. 

D.O.  Cooke 
Director 


Attachments:  a/s 


Director  for  Administration  and  Management 


OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
I  tn  OCFCNSC  PENTAGON 
WASHINGTON.  D.C.  203011  IBS 


IS  m 


MEMORANDUM  FOR  DEPARTMENT  OF  DEFENSE  INSPECTOR  <£N£RAL 
Atm:  Ms.  Judy  Pidgett,  Audit  Project  Manager 

SUBJECT;  Inspector  General,  DOD, '^Audit  of  die  DOD  A^udication  Piognun,’*  Project 
No.  7RD-004S,  Request  fbr  Infocnuaion 

This  is  in  response  to  your  office's  July  15, 1997  memocaodum,  same  suKsjcct 

Atmcfaed,  as  requested,  are  data  prepared  by  my  staff  tncontiectioawith 
operating  costs,  woridoM,  budget,  staffing,  and  space  requ^^ 

While  we  interpose  ito  objecfion  to  your  inquiry,  ft  is  unclear  udiat  is  meaxit  by 
your  refiBreoeeto  ‘^ooiBdidatiiigdie  DOD  ai^udicctum  &dlitie$.*' As  you  may  recall,  in 
September  1993,  the  dqwtment  constdidated  the  a^'udicatkm  system  into  its  current 
cottfigtuatton,  fiom  18  to  S€Ma]fties,8fbr  an  extiemdyttiocough  examination  of  die  best 
way  to  ensue  efficiency  aixl  customer  le^MOsivencss  and  to  protect  quality  and 
adaptability.  That  decision  elimniated  muhqile  adjudicative  fimedons  within  the  military 
depattpcnts  and  defimsc  agencies,  white  maintammg  the  adjudicative  ftdlities  within  die 
organic  chain  of  audiorities  and  orgamzatteos  diey  service. 

So  ter  as  we  know  there  is  no  substantive  finding  that  DOD  management 
interests  are  not  best  addressed  by  die  exisdng  structure.  Nor  is  it  evident  that  die 
department  would  necessarily  be  better  served  by  a  massive  disnqition  to  it 

I  mist  that  if  the  IG  staff  finds  feasible  an  internal  lecommendation  of  fiirdier 
consolidation,  no  proposal  would  go  forward  absent  die  opportunity  of  affected  senior 
manigen  to  comment  in  detail. 

D.  0.  Cooke 
Director 

Attch:  a/s 
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WHS  Stair CmumbIim  DnklllG  IUMBaiMdatieas.Aa«tK«pert7Itl>-M4S 

1.  impkmm  Fierkivigw  within  the  DOD  Ac^uchcation  Program.  We  think  the  tystem 
can  and  should  be  legolariy  oventgbtod  by  the  departmental  proponent,  OASD/C3I, 
woridng  with  coo^ooent  Policy  stafb.  Peer  review  among  CAFs  is  a  non-starter,  due  to 
inqaicdcabnity  and  workload  cooscraaats. 

2.  Establish  ContirniingEdyemkmSiandardt  and  a  Program  to  Eneouragt  the 
Deimlopmnt  and  Certification  o/ProJtsskmai  A^u£eatars.  Agree,  so  long  as 
previouily  identified  legal  issues  sumninding  ecrtiiieilion  are  resolved. 

3.  Require  Each  a^udication  FacUity  to  Show  a  DOD  Clearance  Code  rather  than 
Facility-specific  Clearance  Code  in  the  Defense  Clearance  and  Investigative  index.  Since 
CAFs  are  issuing  DOD  clearances  anywi^  and  it's  a  support  for  redprod^,  we  like  die 
idea  so  long  as  any  necessary  tedintcal  ati^ustmeots  are  made  first  These  shouldn't  be 
oosdy. 

4.i4rran|ge  fin  aCopyefon  InMdued'shmhgoSion  Report  to  be  Provided  Along  with 
a  Letter  of  htent  to  Deny  or  Revoke  Clearance.  WHS  is  strongly  committed  to  thU 
practice,  leads  the  department  on  it,  and  will  continue  with  H.  U  should  be  expanded 
across  tte  entire  DOD  program. 

5.  Standardise  the  Request  and  Report  Forms  that  Customers  Adust  Use  fin  Personnel 
A  straiglttforwaid  enough  notion,  addressable  to  some  degree  with 
introduction  of  the  expected  Joint  Personnel  Security  Adjudication  System,  but  we  have 
.wme  doubt  that  there  is  a  significant  problem  with  fbrms  among  the  customers. 


Audit  Team  Members 


This  rqrart  was  prepared  by  the  Contract  Management  Directorate,  Office  of 
the  Assistant  Inspector  General  for  Auditing,  DoD. 

Paul  J.  Granetto 
Thomas  F.  Gimble 
Robert  M.  Murrell 
Judith  I.  Padgett 
Dennis  R.  Wokeck 
Lorin  T.  Pfiel 
Carla  D.  Aikens 
Kyle  Franklin 


